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1. What is Remoting? 
Modern day software components never function as individual entities that are completely 
isolated from the outside. Components are expected to perform only a single, simple, specific 
task, but instead of hiding their “intelligence” they expose their capabilities to the outside 
environment so that other components could also use them. 
 
In modern systems, individual applications themselves sometimes interact, sharing and 
transporting data between each other. These applications might exist on the same computer, 
two computers on a LAN or even halfway across the world over the Internet. 
This kind of communication between applications is known as “Inter-Process 
Communication”. 
 
Windows applications generally run isolated from each other. Similarly, .NET Applications 
also run in their own logical boundaries known as Application Domains, which are capable of 
exposing some of their objects to the outside environment. 
Remoting is simply a technique that allows .NET applications in separate Application 
Boundaries to communicate with each other by interacting with these exposed objects.  
 
The .NET Remoting infrastructure is an abstract approach to Inter-Process communication and 
functions transparently on most occasions, without explicitly exposing itself.  
For example, objects that can be passed by value, or copied, can be marked as serializable and 
are automatically passed between applications in different application domains or on different 
computers, without requiring explicit serialization. 
 
The real strength of Remoting however, is that it enables communication between objects in 
different application domains or processes using different transportation protocols, 
serialization formats, object lifetime schemes, and modes of object creation. 

 

1.1 Application Domains 
Individual Applications need to run isolated from each other so that the resources of each 
application are protected from the effects of other applications. As an example, Windows 
applications run as separate “Processes”. In a similar way, .NET applications run inside a 
logical boundary known as an “Application Domain”. Under the .NET Architecture, multiple 
.NET applications reside within a single Windows Process, which essentially functions as a 
runtime instance of .NET. A Windows session can host multiple Application Domains. 
 
The term “Marshaling” is used to describe events that occur when a call, and any arguments, 
are packaged in one process and unpackaged in another i.e.: when one process calls a function 
in another. 
 
.NET Remoting is essentially about .NET applications communicating across Application 
Domains, irrespective of whether the application domains exist on the same computer or two 
geographically distant computers. 
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As shown above, any kind of communication that happens across Application Domains will 
involve Remoting. The communication happens transparent to the developer, user and even 
the application itself, irrespective of whether the two application domains exist on the same 
computer or not. 
Above diagram also illustrates how the Application Domains and .NET applications are 
structured. 
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2. The .NET Remoting architecture 

2.1 .NET Remoting architecture overview 
Inter-Process Communication requires a server object whose functionality is provided to 
callers outside its Application Domain, a client that makes calls on the server object, and a 
mechanism to move the calls from one end to the other.  
 
The addresses of server methods are logical and function properly in the server, but do not 
function in a different client process. One way of solving this problem is for a client to call a 
server object by making an entire copy of the object and moving it to the client process, where 
the copy's methods can be invoked directly. 
 
However, this technique is not suitable for many objects; for example, very large objects with 
many methods which will waste network bandwidth and objects like File pointers which have 
no meaning outside its own process. 
Because of this, it is a better solution for the server object’s reference to be passed to the client 
so that the client can directly invoke operations on the server object. This requires a “Proxy 
object” to be used as a pointer to the actual object on the server. 
 

2.2 Remotable Objects 
An object that can function properly in a distributed Remoting environment is known as a 
“Remotable” object.  
 
There are two types of Remotable objects: 

• Marshal-by-Value 
• Marshal-by-Reference 

2.2.1 Marshal-by-Value 
Marshal-by-value objects are created in one application domain and copied and transported to 
another application domain, where it is used as a local object.  
Upon the client’s request, the object is serialized, and all the data for the object is passed over 
the network to the client. Once the object is on the client all subsequent calls are made to the 
local copy on the client, and so the initial call might be lengthy due to the transmission of the 
entire object’s data but subsequent calls will be local method calls. 
However, since the client only has a copy of the object, changes to state are not reflected on 
the server. 
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2.2.2 Marshal-by-Reference 
Marshal-by-reference objects are created in one application domain, and when another 
application domain needs to access it, a proxy is created and used by the client. The proxy 
resides as a local object, and functions as a reference object, redirecting method calls and 
results between the server and the client. 
 
Marshal-by-Reference objects are created as (direct or indirect) subclasses of 
System.MarshalByRefObject.  
 

 
 

2.2.3 Context Bound Objects 
Context Bound Objects are a kind of Marshal-by-Reference objects. They are created as 
subclasses of System.ContextBoundObject which itself is a subclass of 
System.MarshalByRefObject. A Context is a kind of a subdivision of an Application 
Domain that provides various services (like Mutual Exclusion and Synchronization on 
multiple threads) to objects residing inside it. 
Contexts act as mini Application Domains inside Application Domains, and when an object, 
which is in the same Application Domain, but a different Context is called, a proxy object is 
created just as in inter-Application Domain Remoting. 
When the Context checking is required ContextBoundObjects can be used, but because of 
the additional overhead involved in inter-Context calls they are slower, and so should only be 
used when necessary. 

2.3 Serialization 
Serialization is the process of taking an object in a runtime environment memory and writing 
out its state to a disk file (or stream). Such a file can be used to re-create an equivalent object 
using the reverse process, Deserialization. 
There are two methods of Serialization in .NET: 

• Use of the custom attribute [serializable] 
Any member of the object which needs to be saved in the serialization process is 
marked with this custom attribute 

• Implementing the System.Runtime.Serialization.ISerializable interface 
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this provides greater flexibility, as the class can provide an implementation for the 
GetObjectData() method of the interface, where it can dictate exactly how the 
serialization process should function. 

.NET uses XML to store the serialization information of objects. 
 
The following class can be serialized even though it doesn’t implement ISerializable. 
using System; 
using System.Xml; 
using System.Xml.Serialization; 
 
namespace XmlSerializationDemo 
{ 
  public class Student 
  { 
    public int role; 
    public string name; 
 
    public Student(): this(0, string.Empty) 
    { 
    } 
 
    public Student(int a, string b) 
    { 
      role = a; 
 name = b; 
    } 
  } 
} 
 
It can be serialized to an XML file with the following code: 
private void btnGenerate_Click(object sender, System.EventArgs e) 
{ 
  XmlSerializer serial = new  System.Xml.Serialization.XmlSerializer( 
    typeof(Student)); 
  Student s1 = new Student(1, "Rukmal"); 
 
  using(StreamWriter writer = new StreamWriter("Student.xml")) 
  { 
    serial.Serialize(writer, s1); 
  } 
} 
 
 
And produces the resulting XML file (Student.xml): 
<?xml version=”1.0” encoding=”utf-8”?> 
<Student xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
  <role>1</role> 
  <name>Rukmal</name> 
</Student> 
(Demonstration application developed during training sessions). 
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2.4 Channels 
Channels provide the communication link between a client and a server and are responsible for 
the transmission and reception of the Remoting calls. .NET Remoting typically uses either of 
two channels: 

• TCP, which uses Binary Formatter or 
• HTTP, which uses the XML/ SOAP Formatter. 

Other custom channels can be created and inserted into the Sink Stack. 
 
TCP Channels are usually faster as they incur fewer overheads, but provide the least 
interoperability, as the data formats are fixed. However, especially on intranet based 
Distributed Systems where there is much control over both the Client and Server, 
interoperability is guaranteed and so TCP Channels can be used. 
 
HTTP Channels use SOAP Formatters and XML streams to transfer data, and so offer the best 
interoperability. However, they suffer from more overheads and are also unable to transfer 
binary data efficiently, requiring Base64 encoding. 
 
HTTP Channels have a further advantage, as they are usually unaffected by Firewalls, whereas 
the binary data sent through TCP channels sometimes are. 
 
Channels work in conjunction with Formatters. As indicated above, the TCP and HTTP 
channels use Binary and SOAP Formatters respectively. Custom formatters can also be 
developed for use with custom channels. 

2.5 Sinks 

 
The typical Sink architecture for Remoting is as above.  
The sinks perform tasks such as formatting (e.g.: FormatterSink), message handling (e.g.: 
IMessageSink), Channel creation and management (e.g.: IServerChannelSink) and transport 
(TransportSink). 
The actual transport sinks usually used are TcpClientTransportSink with TCP channels or 
HttpClientTransportSink with SOAP/ HTTP channels. 
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Sinks can be created and inserted into the Sink Stack to perform various tasks. Possible tasks 
are formatting data, and introducing custom protocols.  
 
For example the lowest layer above the Transport Layer Sink could format the incoming data 
to a format suitable for WAP (Wireless Application Protocol) and a custom Transport Layer 
Sink could be written to connect with a .NET enabled mobile phone when they become 
available. 
 

2.6 Filters 
Filters are used in conjunction with Sinks in order to provide a mechanism of intercepting and 
modifying the data that passes through the sinks. 

2.7 Object lifetime & leasing 
Singlecall objects are created for each call, and are then de-referenced to be Garbage 
Collected. 
 
Singleton and CAO objects are given a lease time when they are created, usually 5 minutes. 
On every method call from a client to the server object, the object’s lifetime gets a new time 
lease (usually 2 minutes). 
When this lease time reaches zero, the object will be disconnected from the Remoting 
framework and will be Garbage Collected when there are no more client objects referring to it.  
However these objects are able to have “Sponsors” which will “lease” more life to the objects 
and thus extend their lifetime. 
 
Singleton objects can be given an infinite lifetime: 
public class VeryOldSingleton: MarshalByRefObject 
{ 
  public override object InitializeLifetimeService() 
  { 
    return null; 
  } 
} 
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Time leases can be configured for Singleton or CAO objects: 
using System.Runtime.Remoting.Lifetime; 
public class OldSingleton: MarshalByRefObject 
{ 
  public override object InitializeLifetimeService() 
  { 
    ILease lease = (ILease) base.InitializeLifetimeService(); 
    lease.InitialLeaseTime = TimeSpan.FromMinutes(100); 
    lease.SponsorshipTimeout = TimeSpan.FromMinutes(2); 
    lease.RenewOnCallTime = TimeSpan.FromMinutes(100); 
  } 
} 
 

2.8 Creating a Remoting application 
 
2.8.1 Creating a Remoting host 
Below is a sample Remoting host: 
 
using System; 
using System.Runtime.Remoting; 
using System.Runtime.Remoting.Channels; 
using System.Runtime.Remoting.Channels.Http; 
public class CoHello : MarshalByRefObject 
{ 
  public static void Main( ) 
  { 
    // We are using HTTP 8080 channel 
    HttpChannel channel = new HttpChannel(8080); 
 
    // Registering channel 
    ChannelServices.RegisterChannel(channel);           
    RemotingConfiguration.RegisterWellKnownServiceType ( 
 typeof(CoHello),                    // Type name 
 "HelloDotNet",                   // URI 
 WellKnownObjectMode.Singleton  // SingleCall or Singleton 
    );      // Service is registered 
 
    // Waiting for clients 
    System.Console.WriteLine("Hit <enter> to exit..."); 
    System.Console.ReadLine( );  // Exit 
 } 
 
    public void SayHello( ) 
    { 
      // This is the remote method the clients will call 
     Console.WriteLine("Hello, World!. Our remote method has been 
called!"); 
    } 
} 
This can be compiled with:   csc /r:System.Runtime.Remoting.dll Server.cs 
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2.8.2 Creating a Remoting client 
using System; 
using System.Runtime.Remoting; 
using System.Runtime.Remoting.Channels; 
using System.Runtime.Remoting.Channels.Http; 
 
public class Client 
{ 
  public static void Main( ) 
  { 
    try 
 { 
        // Open the HTTP Channel 
   HttpChannel channel = new HttpChannel();       
 
        // Register to connect  
        ChannelServices.RegisterChannel(channel);   
 
        // Obtain reference to remote object  
   CoHello h = (CoHello) Activator.GetObject( 
  typeof(CoHello),                  // Remote type 
  "http://rukmalf:8080/HelloDotNet" // Location 
   ); 
   h.SayHello( );    // Calling remote method 
 } 
 catch(Exception e) 
 { 
   Console.WriteLine(e.ToString( )); 
 } 
  } 
} 
The client can be compiled with:  csc /r:Server.exe Client.cs 
 
When the client is being created, it is necessary to refer to the server object, which will be 
involved in the Remoting process (in this case, CoHello). There are 3 ways of providing this 
reference: 

• Compile the server object and specify the EXE or DLL as a reference to the compiler 
when compiling the client. This is useful when both the client and server components 
are developed at the same site, and is the process that was followed above. (The 
/r:Server.exe switch above) 

• Derive the server object from an interface class and compile the client with the 
interface. This is useful when the client and server components are not developed at 
the same site. The interface(s) can be compiled to a DLL and shipped to the client sites 
as necessary. However, changes to the published interface should be avoided. 

The above sample can be converted to that format using an interface (IRemotingInterface): 
public interface IRemotingInterface  
{ 
 ... 
} 
 
public class CoHello: MarshalByRefObject, IRemotingInterface 
{ 
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 ... 
} 
 
public class Client: IRemotingInterface 
{ 
 ... 
} 
 
• Use the SOAPSUDS tool to extract the required metadata from a running server 

object. This is useful when the client and server components are developed at different 
sites and no interface classes are available. Point the SOAPSUDS tool at a remote URI 
and generate the required metadata as source or a DLL. Note that the SOAPSUDS tool 
only extracts metadata, and will not generate the source for the remote object. 

For the above example, the SOAPSUDS command is: 
soapsuds /url:http://rukmalf:8080/HelloDotNet?wsdl –gc 
The –gc option generates class definitions from the WSDL source. The generated Server.cs 
class file is below. 
 
 
using System; 
using System.Runtime.Remoting.Messaging; 
using System.Runtime.Remoting.Metadata; 
using System.Runtime.Remoting.Metadata.W3cXsd2001; 
 
[SoapType(SoapOptions=SoapOption.Option1|SoapOption.AlwaysIncludeTypes|SoapOption.XsdString|So
apOption.EmbedAll,XmlNamespace=@"http://schemas.microsoft.com/clr/assem/Server%2C%20Version%3D
0.0.0.0%2C%20Culture%3Dneutral%2C%20PublicKeyToken%3Dnull", 
XmlTypeNamespace=@"http://schemas.microsoft.com/clr/assem/Server%2C%20Version%3D0.0.0.0%2C%20C
ulture%3Dneutral%2C%20PublicKeyToken%3Dnull")] 
public class CoHello : System.Runtime.Remoting.Services.RemotingClientProxy 
{ 
    // Constructor 
    public CoHello() 
    { 
        base.ConfigureProxy(this.GetType(), @"http://rukmalf:8080/HelloDotNet"); 
    } 
 
    public Object RemotingReference 
    { 
        get{return(_tp);} 
    } 
 
    
[SoapMethod(SoapAction=@"http://schemas.microsoft.com/clr/nsassem/CoHello/Server#SayHello")] 
    public void SayHello() 
    { 
        ((CoHello) _tp).SayHello(); 
    } 
 
} 

If the application requires using TCP instead of HTTP the only requirement is that the two 
lines that declare the Channel object are declared like: 
TcpChannel channel = new TcpChannel(8080); 
And import System.Runtime.Remoting.Channels.Http instead of  
System.Runtime.Remoting.Channels.Tcp. 
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2.8.3 Testing the application 

 
In order to test this app, the server needs to be started first, and when the server is running (in 
this case when it displays the “Hit <enter>…” message) the client needs to be run.  
In this case, the client simply calls the method on the remote object and immediately exits. 
The output is shown above. As the location is published as 
“http://rukmalf:8080/HelloDotNet”, it is possible to call this application from across the 
network, and this behavior was verified. 
If the Remoting application is only run on the same computer, the location can simply be 
published as “http://localhost:8080”. 
Further, the server application can also tested using a web browser to extract the WSDL 
stream: 
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3. How Remoting is implemented in .NET 
.NET Remoting provides an infrastructure for distributed objects, and allows callers to use all 
the expected behaviors and semantics of objects, and so makes the object distribution highly 
transparent. 
The .NET Remoting framework is not as simple to work with as Web Services are, and is 
narrower in it’s application, but provides much more complex functionality including: 

• Support for passing objects by value or by reference, by using either Marshal-by-
reference or Marshal-by-Value respectively 

• Callback functions using delegates where the server raises events which can be caught 
by the client 

• Multiple-object activation which allows a client to have multiple active, stateful remote 
objects 

• Lifecycle Management, where the client has much more control over the lifecycle and 
statefullness of the remote objects 

  
In addition, Remoting can be configured at runtime using configuration files and then made 
effective with the call to  
RemotingConfiguration.Configure(configuration file path). 
 
.NET objects are Remotable if they meet at least one of the following conditions: 

• Subclass of MarshalByRefObject. 
• Subclass of Component, which is a subclass of MarshalByRefObject. 
• Subclass of MarshalByValueComponent. 
• Implements ISerializable. 
• Marked with the Serializable attribute 

3.2 Activation 
Activation refers to how and when Remoted objects are created and instantiated.  
Activation is facilitated by the System.Activator class, but can also be done using the “new” 
keyword just as if it was a local object. 
When the new keyword is used the Remoting framework is able to understand that it is an 
activator request and handles it accordingly. 
The Activator class has two methods, CreateInstance() and GetObject() both of which are 
overloaded to accept various parameters. 
CreateInstance() is usually used instead of the new keyword. 
There are two types of activation: 

• Server Activation 
• Client Activation 

3.2.1 Server Activation 
A server activated object’s life cycle is controlled by the server. When the client creates an 
instance of a server activated object (SAO) only a proxy is created on the client. The server 
object is not yet created. 
The actual server object is created when the client issues the first call. 
Constructors are not invoked for server-activated objects. 
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Server activation falls into two types: 
SingleCall: A new instance of the object will be created to service each call, the instance will 
be destroyed after the call completes. 
Singleton: A single instance on the server will be created to service all calls to the object. The 
lifetime of the object is controlled by the lifetime services of the remoting framework on the 
server. 
3.2.2 Client Activation 
A Client Activated Object’s (CAO) lifetime is controlled by the client.  
The server object is created when the client creates the proxy, and destroyed when the client 
releases the proxy. 
.NET Remoting Lifetime services can be used to automatically manage object lifetimes for 
Client Activated Objects. 
Object Constructors are invoked for Client Activated Objects. 

3.3 State management (Stateful versus stateless) 
Unlike Web Services, which do not support stateful objects, Remoting has support for both 
stateful and stateless objects. 
Stateless objects are easier to handle as they can be simply created and discarded on each 
request instead of being actively maintained. 
Stateful objects also pose problems when Network Load Balancing (NLB) is used where 
different computers may serve subsequent requests, as the stateful object needs to be shared 
among the servers. However, statefull objects make maintaining open sessions with the server 
easier, as the client object does not need to identify itself on each call, but simply holds a 
reference to one or more objects that maintain some state information. 
When the server is activated, at all times a single instance of each Remotable object will be 
created, so that metadata associated with the object can be generated. After this step, most 
objects would be Garbage Collected unless referenced by a client. 
3.3.1 Singlecall 
Singlecall objects are stateless. Each client gets a fresh instance on every single remote call 
that it makes. As each instance is associated with a single method call, it is created and 
returned instantly. 
 
When the 3.8.1 code is modified to run as a SingleCall object and a constructor message is 
added, the following output is obtained for 3 concurrent client requests. 

 
As it can be seen, each request results in the creation of a new server object, and it is destroyed 
when the call is finished. 
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3.3.2 Singleton 
A single Singleton object service all the requests for that object by all connecting clients. The 
object will be instantiated only on the first actual method call on it, and not on the first 
activation. Singletons are mostly accessed using the Activator.GetInstance() method, as the 
object is already in existence. (i.e.: it is shared among all clients.) 
 
The object in 3.8.1 is created as a singleton object. When the 3.8.1 code is modified to write a 
message to the console from the constructor, and multiple clients connect, the following 
output is obtained: 

 
The constructor message is displayed only when the first client connects. This is because the 
object is actually instantiated on the first remote request. After that, although 3 clients connect 
and request for the server object, all three get the same single instance, and so the constructor 
is not called. 
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3.3.3 Client Activated Objects 
Client Activated Objects (CAO’s) are created in response to an explicit client request, and 
each such instance is “owned” by the client that activated it. The object is created at the time 
of the activation which is done using either the “new” keyword or the 
Activator.CreateInstance() method. 

 

3.4 Configuring for deployment 
Structure of a configuration file for Remoting: 
<configuration> 
 <system.runtim.remoting> 
   <application name = "Client"> 
    <client> 
     <wellknown type="Assembly.Classname, Assembly" 
       url = "http://servername:port/publishedName"/> 
    </client> 
    <channels> 
     <channel type = "System.Runtime.Remoting.Channels.Http.HttpChannel, 
System.Runtime.Remoting"/> 
    </channels> 
   </application> 
 </system.runtim.remoting> 
</configuration> 

A configuration file like above can be used to configure Remoting applications at run time, 
instead of specifying the channel and port information etc in code. The strength of this 
technique is that the configurations can be read in and the services, ports etc can be changed 
without requiring the Remoting applications to be recompiled. 
In the above sample, the Assembly, Class name, server name, port number and published 
name need to be set appropriately, for it to work. A similar file can be used for configuring the 
server. 
The settings are read in using a call to  
RemotingConfiguration.Configure(Application.exe.config path) 
(for an application Application.EXE, the configuration file is usually named 
Application.EXE.config). 
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3.5 Deploying Remoting applications 
There are several options for deploying Remoting applications. 
 
Method of 
hosting 

Features & advantages Disadvantages 

Host as console 
application 

• Log messages can be 
displayed on the console in 
real time, so assists in 
monitoring and debugging 

• Application must be started 
explicitly, as it doesn’t start 
automatically on client 
requests 

• Application must remain 
active throughout entire 
period of possible client 
requests, and listen for them 

• Client requests activate code 
that runs with the same 
privilege level as the 
application, so presents a 
security risk 

• Security mechanisms must 
be explicitly developed 
(e.g.: using Custom Sinks) 

Windows 
application 

• Same as for console 
application 

• Same as for console 
application 

Host in IIS • Same security features as 
ASP.NET are available 

• Can use other protocols like 
Secure Socket Layer (SSL) 

• IIS can automatically start 
the Remoting host 
application upon a client 
request 

• Remoting host is 
automatically activated 
upon Windows startup 

• Statefull CAO objects may 
be destroyed when IIS 
recycles a worker process, 
thereby compromising the 
state information 

• Monitoring and logging is 
difficult and has to be done 
using other methods (e.g: 
Event Log) 

Windows 
Service 

• Remoting host is 
automatically activated on 
Windows startup 

• Can be easily started, 
restarted or stopped from 
the Service Control Panel 

• Does not appear as a 
program, so is not 
obstructive 

• Monitoring and logging is 
difficult and has to be done 
using other methods (e.g: 
Event Log) 
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The steps to follow in deploying a Remoting host (server) are: 

1. The remote object has to be registered with the common language runtime, before a 
client can access it. The common language runtime must be provided with specific 
details about the object, such as the name of the assembly that should be loaded to 
activate the object, the namespace and type name of the object, and the name of the 
endpoint where the object can be accessed. The framework ensures that an object is 
not registered more than once in the same Application Domain.  

2. All the channels that the clients will use to communicate with the object need to be 
registered. Each channel uses a specific protocol such as TCP, HTTP, or SMTP. 
More than one channel can be registered where applicable.  

3. Details about the object are stored in a table managed by the framework. An object 
reference is then created for object that is also stored. The object reference will be 
used to represent the registered object in a different Application Domain and will 
be serialized and transported to the client when required.  

4. The registered channels then start listening for clients to connect. 
 
The steps to follow in using a client to connect are: 
1. The client registers a channel that will be used to communicate with the remote 

object. The only requirement here is that the server should be listening on a similar 
channel.  

2. The client then activates the object by calling new, GetObject, or CreateInstance.  
3. Sufficient information about the type and location of the remote object is provided 

with the activation request for the framework to create a proxy to represent the 
remote object. This process is local, and no calls have been made to the remote 
object yet. The proxy is also stored locally in a table, and any additional activation 
request on the client side receives the same proxy.  

4. In the case of a Server Activated Object (SAO), the client calls a method on the 
remote object using the proxy it received on activation. The client channel then 
attempts to establish a connection with the remote channel if not already 
connected.  

5. Once a connection is established, a message sink is connected to either side of the 
connection that handles the details of the communication using the specified 
protocol.  

6. Details of the method call are loaded in a Message object that is serialized and 
transported to the server. The type of serialization depends on the channel. For 
example, when the HTTP channel is used, all messages are serialized to XML and 
transported over SOAP. On the other hand, TCP uses binary serialization.  

7. Once the message arrives on the server side, the framework reassembles the 
original call, activates the target object if it is not already activated, and forwards 
the call to the object in question. Returning a result back to the client follows the 
exact opposite path - the result is packaged in a message that is transported back to 
the client. If the target object is of type Singlecall, it will automatically be garbage 
collected after the call completes. 
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4. Comparison with other Inter-Process Communication 
(IPC) technologies 
 

4.1 Comparison of COM and .NET Remoting 
Distributed Problem Com solution .NET solution 
Interaction with the database ADO  ADO.NET 
Accessing the services of another application DCOM DCOM, Remoting, 

or Web services 
Passing of data from one application to 
another 

IMarshal or brute 
force serialization 

CLR Serialization 

Providing distributed transactions, Just-In-
Time activation, and other services required 
by an application server 

COM+  COM+ 

Providing asynchronous messaging with 
guaranteed delivery 

MSMQ MSMQ 

4.2 Comparison of Java RMI and .NET Remoting 
 
 RMI  NET Remoting  
Proxy  Static using rmic to generate stub 

and skeleton  
Dynamic 

Skeletons  Integrated into Framework  Integrated into Framework  
Distributed object  Remote Interfaces Classes  
Configuration  System Property  XML files 
Distributed 
directory  

RmiRegistry  No (framework manages 
directory)  

Addition of 
protocols  

SocketFactoryImpl  Channels  

Addition of formats Serialization Formatters  
Activation  API with support for Server 

Activable objects  
SingleCall, Singleton or Customer 
activated 

Proxy  Dynamic Proxy  Real Proxy, Transparent Proxy 
Existing protocols  JRMP, IIOP, ORMI (Orion), T3 

(WebLogic)...  
HTTP, TCP, SOAP 

Management of 
error  

Remote Exceptions  Remote Exceptions  
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5. Remoting versus ASP.NET Web Services 
 
Web Services rely on the System.Xml.Serialization.XmlSerializer class for marshalling data 
across SOAP messages, and also depends on WSDL and XSD definitions. However, this 
means that their serialized objects are portable and the data structures can be recreated on 
many different platforms.  
This limits the data types that Web Services can expose, and also doesn’t allow complex 
object graphs (like a Hashtable which contains an ArrayList which contains a string) to be 
represented and serialized properly. 
However, this increases the interoperability of Web Services. 
 
Remoting on the other hand uses various implementations of the IFormatter interface 
accessible from System.Runtime.Serialization with SOAP or Binary Formatters, and is able 
to represent marshaled data, private and public methods of classes, container objects (like 
Hashtable) and object graphs. 
The price to pay is that the serialized data is very closely linked to the .NET Type System and 
so other platforms may not be able to understand the serialized objects. 
 
Capability Web Service Remoting 
Invoke single method on a stateless object Yes Yes 
Invoke multiple methods on a stateful object No Yes 
Have all clients invoke methods on the same 
server-side object 

No Yes 

Pass through firewalls Yes Yes 
Uses HTTP for communication Yes Yes 
Uses raw TCP socket for communication No Yes 
Use IIS as host Yes Yes 
Allow custom host No Yes 
Uses SOAP-compliant formatting of data Yes Yes 
Uses smaller binary formatting of data No Yes 
Retrieve partial copy of data from complex 
object 

Yes Yes 

Retrieve complete copy of complex object No Yes 

 

5.1 Advantages of Remoting over Web Services 
• Multiple protocol support, including high-speed binary over TCP which is faster than 

SOAP over HTTP  
• Support for activation and lifetime control of remote objects by the client (similar to 

DCOM). Web services don’t support lifetime of remote objects as the objects are 
Singlecall 

• Support for passing objects by reference and by value   
• Support for callbacks   
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• Support for additional context information specific to .NET. In the future, such 
information will enable additional features such as distributed transactions and 
additional security levels.   

• Guaranteed interoperability   
• Support for events   
• Support for type system fidelity, which means that there is a one-to-one mapping 

between the 
• class and type hierarchy. Web services and SOAP do not support such an object-

oriented mechanism for accessing remote objects.  
 

5.2 Remoting versus Web Services performance comparison 
The following are the results of a Microsoft test published in MSDN article Performance 
Comparison: .NET Remoting vs. ASP.NET Web Services  
(http://msdn.microsoft.com/library/en-us/dnbda/html/bdadotnetarch14.asp). 

 
Source: MSDN 
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Here, ASMX refers to Web Services, WS refers to Remoting hosted as a Windows Service 
and IIS refers to Remoting hosted in IIS. 
As it can be seen, Remoting offers better performance of all when using binary formatting 
with TCP and when hosted as a Windows Service, but is the slowest of all, when using SOAP 
with HTTP and hosted within IIS. 
 
The performance statistics are the result of these conditions: 

• Binary formatting carries less overhead than SOAP  
• TCP Channels communicate using raw TCP sockets, which is faster than HTTP 
• When the Remoting application is hosted within IIS, there are extra steps in the 

communication, which adds overhead 
• Web services are faster than Remoting hosts using SOAP and HTTP even though they 

both use almost the same communication mechanism 
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6. Recent Developments 

6.1 Remoting and Web Services 

 
As Web Services and Remoting both use SOAP and HTTP Channels, and as both are 
Distributed Object access techniques, it is possible to build Web Services manually using 
Remoting. 
However, as Remoting is highly coupled with the .NET Type System, interoperability 
becomes an issue, especially when non-.NET clients are trying to connect to the Web Service. 
The above figure shows a sample WSDL output obtained from a Remoting server registered 
on HTTP port 8080.  It suffers from two problems: 

a. The WSDL file uses SOAP encoding rules to describe the data, whereas more and 
more Web Service Toolkits are using XSD. However, it is still usable. 

b. The WSDL file contains some information, which is .NET Remoting specific, which 
Web Service Toolkits will have to ignore. 

However, with careful usage of types, which can be readily encoded in WSDL, highly 
interoperable Web Services can be created with Remoting. 

6.2 Remoting over the Internet using Web Services 
 
It is possible to send Remoting messages over the Internet using Web Services as the transport 
layer. Here the Web Services also function as the gateway into the remote object. 
The following diagram shows a method of implementing this. 
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As shown above the client is transparently connected to a proxy object, which in turn connects 
to a Web Service, which connects to the actual Remoting object through another proxy. 
The advantage is that the flexibility of Web Services can be used, and it can hide the various 
formatting details etc from the actual client. 
 

6.3 Direct Internet Message Encapsulation (DIME) 
 
DIME is part of the new Web Service Enhancements (WSE) and provides an easy method of 
transferring binary data across a Remoting connection. 
This offers a considerable advantage, as binary data can be Base64 encoded into SOAP 
messages and sent without the associated difficulties of TCP Channels like Firewall issues. 
Several possible uses exist: 

• Sending Binary Formatted serialization information using SOAP – XML encoding 
using XSD sometimes fails to serialize some .NET objects properly as they cannot be 
expressed with XSD, whereas Binary Formatted serialization is able to preserve .NET 
type information. However, this is suitable only when all clients are .NET based. 

• Upload/ Download binary files to/ from remote objects over internet 
• Chain Remoting channels so that the messages are forwarded in a customized manner 
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7. Useful References 
 

1. Microsoft – WS-Security and Remoting Channel Sinks give Message-Level Security to 
your SOAP Packets 
(http://msdn.microsoft.com/msdnmag/issues/03/11/remotingChannelSinks/default.aspx) 

2. Microsoft - .NET Remoting Architecture 
3. Microsoft – ASP.NET Web Service or Remoting: How to choose 
4. Microsoft – Building a Remotable Type 
5. Microsoft – Performance Comparison: .NET Remoting vs. ASP.NET Web Services 
6. Microsoft - .NET Remoting Architectural Assessment 

(http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dndotnet/html/dotnetremotearch.asp) 
7. The Code Project – Using Web Services for Remoting over the Internet 

(http://www.codeproject.com/cs/webservices/remotingoverinternet.asp) 
8. The Code Project – Using WSE-DIME for Remoting over the Internet 

(http://www.codeproject.com/cs/webservices/remotingDIME.asp) 
9. Ingo Rammer’s Remoting FAQ 

(http://www.ingorammer.com/RemotingFAQ/) 
10. http://www.orbonyx.com/VS/DownLoads/DVSUGRemoting.ppt 
11. http://www.cis.strath.ac.uk/research/digest/rd_slides/DotNet.ppt 

 


